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Abstract: When IS/IT needs to be replaced, cloud systems might provide a feasible solution.
However, the adoption process thus far has gone undocumented and enterprise architects are
troubled with proper hands-on tools missing, until very recently. This single case study de-
scribes a large Dutch utility provider in their effort to understand the facets of the cloud and
identifying the risks associated with it. In an action research setting, the SeCA model was used
to analyse the cloud solutions and identify the risks with specific data classifications in mind.
The results show how decision makers can use the SeCA model in various ways to identify the
security risks associated with each cloud solution analysed. The analysis assumes that data
classifications are in place. This research concludes that by using the SeCA model, a full under-
standing of the security risks can be gained on an objective and structural level; this is a further
validation of prior empirical research that the SeCA model is a proper hands-on tool for cloud
security analysis.
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1 Introduction

When deciding to adopt cloud architectures within an organization, security issues are
cited as the primary issues for decision makers that withholds a positive outcome
[Foster, Zhao, Raicu and Lu 2008; Ghinste 2010; Mowbray and Pearson 2009]. There
is good reason for this, security issues in the cloud can be very complex; looking at
the definition of the cloud, as defined by NIST and ENISA, the cloud consists of three
deployment models, four delivery models and eight characteristics [Hogben and
Catteddu 2009; Mell and Grance 2010]. All these models and characteristics can
influence the security risks and threats of the cloud [Baars & Spruit 2012].

Furthermore, enterprise architects are troubled with proper hands-on tools missing,
until very recently. Even though a variety of tools is proposed [Ko, Jeon & Morales
2011; Li, Yang, Kandula & Zhang 2010; Popa, Yu, Ko, Ratnasamy & Stoica 2010]
none of them have been documented as being used in practice.

In this research we took one of those tools, the SeCA model [Baars and Spruit in-
press, 2012], into practice to understand how well it performs in the hands of an im-
plementer. The goal is to verify the assumptions made in developing this tool, as well
to affirm its practical usability in the work field.



Does this model help decision makers analysing cloud services as it is designed to?

The SeCA model [Baars and Spruit in-press, 2012] is a model that allows decision
makers and IT professionals to analyse cloud services and architectures on their secu-
rity specifications by using data classifications as a reference. These data classifica-
tions are assumed to be already in place for data storage and computations systems
currently in use by the organization. This model has been verified by an expert panel
during a delphi method [Baars and Spruit in-press], but has never been put into prac-
tice. This research therefore validates the SeCA model by using it in practice.
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Figure 1: The SeCA Model [BZars and Spruit in-press]

The SeCA model assumes that data is classified in several classifications (usually
four). The data storage and computing systems in use have different security specifi-
cations to which they have to adhere to count as a secure solutions for a specific data
classification. This allows for secure processing and storage of data in each data clas-
sification. In practise this may mean that multiple data storage systems are in place,
specific to a certain data classification in order to adhere to the stricter security guide-
lines that come with a stricter (or higher) data classification.

The difference in data classifications is depicted in the model as the arrow on the far
left. From there, every solution is viewed within the scope of the CI3A, Confidentiali-
ty, Integrity, Availability, Accountability and Auditability.

The CI3A is an extension of the de facto CIA triad. The SeCA model utilizes CI3A to
maintain the right level of assurance within the environment. The ClA-triad does not
cover the complexities of the cloud, as experts from the Baars & Spruit delphi study
[in-press] mentioned and recent research has shown [Hu and Xu 2009; Mowbray and
Pearson 2009; Peterson and Gondree 2011; Wang and Zhou 2010]. The many varia-
tions of the cloud, a total of 72 (3 delivery models x 3 deployment models x 8 Char-
acteristics), as defined by NIST [Mell and Grance 2010] and excluding any newly
developed deployment models, such as xCloud [Williams et al. 2011] created a com-
plexity which led to the CI3A [Baars and Spruit in-press].

They CI3A is a frame of reference when analysing the attributes (shown as horizontal
bars in the mode.) For example when analysing the premises attribute of a cloud ar-
chitecture, one investigates how auditability is affected by the fact that the researched
cloud architecture is on or off premise.



Essential in the SeCA model is the realization that physical location is of mere im-
portance. The physical location influences at least four of the eight attributes defined
in the model. These include Regional (in which jurisdiction are the servers located),
geo-spatial (how far apart are the servers from each other, what physical aspects do
the datacentres have), Governance & Compliance (to which rules and regulations
does the cloud solution adhere t0?) and premises (are the servers located on organiza-
tional premises or not?)

This paper describes the research of a single case study conducted at a large Dutch
utilities firm. In the next section, the related literature that influences this research is
described. In the “Research Methods: The Case Study At The Utilities Firm” section,
the research method, the case study outline and the utilities firm are described. In
“The SeCA Model” the SeCA model is explained in more detail, which is the tool of
use in this research. Following that is the results section, which is split in half. “Ap-
plying the SeCA Model at the Utilities Firm” discusses the first results, elaborates on
the process and data aggregation. It clearly shows how the SeCA model was used and
how practice meets theory in this case study. “Mapping Data Classifications & Rank-
ing the Stars” shows the next step in data analysis. It describes how the data classifi-
cations are mapped to the candidate cloud solutions. It results in a rank of best-fit
cloud solutions to the utilities firm. Next, we discuss the conclusions from this re-
search, with possibilities for further research.

2 Related Literature

In 2011, the SeCA Model was developed by Baars & Spruit [in-press, 2012], in an
effort to provide decision makers and IT professionals with a tool to analyse cloud
architectures. It is based on existing literature in three ways, first some models were
already in place or developed when the SeCA model was developed, these are out-
lined below. Second, Tools for cloud computing have influenced the SeCA model,
outlined after the models subsection (in 2.2). Third and last, innovations in cloud
computing have influenced the discussion towards the model as well as the model
itself. These are outlined at the end of this section (2.3).

2.1 Models

The SeCA model was meant as an upgrade from the Jericho Forum’s cloud cube
model [Jericho Forum 2009]. The Cloud Cube Model was found to be an oversimpli-
fication of the risks and threats within the cloud and thus not capable of giving users a
comprehensive overview of cloud architectures. It consists of four attributes instead
of the eight in the SeCA model.

[Siebenhaar, Tsai, Lampe & Steinmetz 2011] describe a holistic model for analyzing
and modeling security aspects of cloud-based systems. The granularity of the SeCA is
finer, although most attributes of the SeCA model are implied by this model.
[Almorsy, Grundy & Ibrahim 2011] provide a collaboration based framework for
determining security management. The presented SeCA model in this research differs
from the Almorsy et al. model as it focuses on security measures within the architec-
ture of the cloud determined by data classifications.



Next to the cloud cube model and the SeCA model, [Kaliski Jr & Pauley 2010] offer
their thoughts on the paradigm of risk assessment as a service; an automated way of
risk assessment of cloud services.

[Takabi, Joshi & Ahn 2010] provide an overview of challenges within the security
and privacy of cloud environments. The SeCA model discusses them as well, and
models them in a user friendly framework, where Takabi et al. just sums them up.

The SeCA model adds granularity as well as a hand-on tool for decision makers,
implementers and IT professionals for assessing cloud security.

2.2 Tools

CloudCMP developed by [Li et al. 2010] is an effort to provide end-users with a
framework for selection of a cloud provider using benchmark results and select crite-
ria. It could be used as a marketplace for generic SeCA model outcomes, showing
which solution offers which security options as part of their service. It is in line with
[Krautheim 2009] which gives users also more control, but on an architectural level
where it user editable security controls of cloud solutions in virtual datacentres.

[Popa et al. 2010] introduce CloudPolice, a system at takes security down to the hy-
pervisor level.

[Itani, Kayssi & Chehab 2009] developed what they call “Privacy as a Service”, a
service that uses cryptographic co-processes to ensure secure data processing within a
cloud environment. [Troncoso-Pastoriza and Pérez-Gonzalez 2010] propose Cyp-
toDSP, a secure way of signal processing in the cloud, [Wood et al. 2010] propose to
use cloud service as disaster recovery, creating disaster recovery as a service.

[Kaliski Jr and Pauley 2010] argue that risk assessment as a service could be viable to
understand risks and threats within cloud environments. They argue that SLAs are
key. [Benson, Akella and Maltz 2009] also investigate SLA policies.

The research described above can directly applied to measures within the SeCA mod-
el, or has influenced it. It is clear that users should get more control in cloud security
and these tools may provide developments or implementations for such controls.

2.3 Innovations

[Hu and Xu 2009; Peterson and Gondree 2011; Tiwana, et al. 2010] provide proof
that location of cloud providers is affecting performance and security of cloud solu-
tions. This aspect isn’t mentioned in the cloud cube model but is in the SeCA model.
[Wang, Wang and Ren 2009] are using homomaorphic keys to ensure data reliability,
and state that cloud security is still in its infancy [p.9], a vision the authors of this
paper can only adhere to. [lbrahim, Hamlyn-harris and Grundy 2010] provide an
overview of emerging security challenges and propose research challenges that come
along with it. They propose issues with mapping security issues to virtualized envi-
ronment, something the SeCA tries to accomplish.

[Pal, et al. 2011] provide a new framework for cloud users to identify collaborative
and trusted users. It works on the infrastructure level and helps to prevent unauthor-
ized access to user’s data. [Wang & Zhou 2010] developed a mechanism to create
multitenant clouds accountable.

All these innovations showed that there is a need for a secure cloud and that once the
issues a clear, by using for example the SeCA model, solutions are plenty to secure
your cloud.



3 Research Methods: The Case Study At The Utilities Firm

This single case study [Benbasat, Goldstein and Mead 1987; Yin 2009] describes a
large Dutch utility provider in their effort to understand the facets of the cloud and
identifying the risks associated with it.

In an action research setting the SeCA model is used to analyse the cloud solutions
and identify the risks with specific data classifications in mind. Action research was
particularly useful for this case, as the researchers could participate in solving the
issues of the utilities firm, while maintaining the original intent to validate the model
[Checkland 1981; Susman and Evered 1978].

The research was setup as follows: First a meeting was held to get an overview of the
firm, the IS/IT strategy, the goals and expectations of cloud adoption. Next, four ses-
sions lasting a day each were held in which

1. Alist of cloud services was gathered from various sources. These sources in-
cluded Gartner reports, industry magazines and search results from the
Google search engine. The services found were listed in a template file
(henceforth called the matrix) for the SeCA model. This template file, in-
cluded in [Baars and Spruit in-press] has fields for all the attributes of the
SeCA model. In this step however, the service name and service provider
were only listed. An example of this matrix is shown in table 1.

2. Cloud services were analysed using the matrix that was derived from the
SeCA model. Information was gathered using a variety of sources, the origi-
nal service provider website and salespersons being the most important. In-
formation found was added to the matrix where appropriate.

3. Data classifications are mapped to the SeCA model. These were adapted for
the cloud and received from the Chief Information Security Officer on fore-
hand. In essence this is a new row in the matrix per data classification, which
shows which security measures are needed to adhere to that data classifica-
tion. This way, one can easily compare the analysed cloud service and the
minimum specifications required for a certain data classification.

4. A ranking algorithm is empirically formulated based on the data classifica-
tions. This ranking algorithm ranks the services so that an objective score list
can be created for the to-be selected cloud service. This is more detailed in
section 5.2.

5. The cloud services and data classifications are mapped to each other to
short-list and rank the services. In an effort to understand the results of the
analysis and to see clearly which cloud services has the best fit with which
data classification, a short list is created from the in step 4 ranked services.
This process yields a short list of services that can be further examined (for
feasibility analysis and other analyses not part of the SeCA model) or pre-
sented as the final outcome. This step is detailed in section 5.2.

As a final step, the results are presented to the management team responsible for the
ultimate decision in cloud adoption. Unless noted otherwise, all meetings were held
with one and the same enterprise architect of the utilities firm.

In all meetings, the researchers discussed the steps undertaken in this process, and
helped at certain points to speed-up the process. For example, when retrieving infor-
mation to fill in the matrix on for example the geographic locations of datacentres, the



researchers would try to find that information while the enterprise architect would
direct its attention on gathering encryption methods in place. As a part of validation
that information gathering can be done by an IT professional as the enterprise archi-
tect in question, a service was totally analysed by both the researchers and the enter-
prise architect. The only difference found was “the stunning amount of acronyms” the
author used in comparison of the analysis results by the enterprise architect. It was at
that moment decided that combined information gathering would not influence the
results and would in fact recreate a group project setting common at the organization.

3.1 The Utilities Firm

The firm at which the case study was conducted is one of the largest utilities compa-
nies of the Netherlands, with over 2.6 million connected households, organizations
and governments and net results totalling 193 million euros. Being PAS 55-1 and ISO
9001 certified, security is in the core of the more than a century old company. As an
outage in service equals to an outage in the power supply to the households and com-
panies, business decisions are made carefully. In 2010 a major IS/IT transition was
made, forcefully, as the Dutch government liberated the energy market. This meant
that many utility companies in The Netherlands, including the one discussed here,
were split in two separate organizations.

For this reason, IS/IT systems are swiftly being disconnected from the former mother-
firm in an effort to become a standalone organization.

The decision has been made to investigate opportunities in the cloud.

The project leader for this investigation is a senior enterprise architect at corporate
level. In an effort to grasp the complexities of the cloud and the services it could pro-
vide for the organization, he turned to Utrecht University as he was made aware of the
development of the SeCA model. It was decided that for three different product cate-
gories an analysis would be performed: “office suites”, “database platforms” (or data-
base as a service) and “identity and access management services”. For the briefness of
this paper, we will only discuss the office suites. The process for the other service
categories is similar to the one described in this paper.

4 The SeCA Model

The SeCA model (figure 1) gives an abstract overview of all the characteristics of the
cloud as defined by NIST [Mell and Grance 2010] and ENISA [Hogben and Catteddu
2009] extended with the CI3A and attributes derived from the delphi study help for
the development of the SeCA model [Baars & Spruit in-press].

The model assumes a data-centric approach, it does not discriminate between the
types of information stored nor the file formats; it does discriminate in the user rights
of the data stored and processed using its attributes explained below. The model
therefor uses data classifications as data classification describe who can and cannot
see, use and execute data, and under which circumstances. These data classifications
should be defined and implemented on forehand.

When using the model, a data classification is inputted and analyzed, or dissected if
you will, using the attributes in the model which are displayed as horizontal bars. The
model outputs guidelines for the cloud environment and to which specification a
cloud solution should adhere on the basis of data classifications. Concrete, this will
probably be a list of specifications which comprise of a minimum requirements for



which cloud services should adhere to be able to accept, store and process data that
classified under the just analyzed data classification.

However, the model can be used in two directions, from left to right (forward direc-
tion), or from right to left (backward direction). The following section describes how
one can use this model in both directions.

4.1 The Forward Direction

The forward direction, seen in figure 1, from left to right, takes a data classification,
as discussed above, an input, and assesses all attributes on the basis of that data classi-
fication. Thus creating an extension for the data classification assessed. For each
classification in place in the organization, this routine will be executed. The goal of
this method is to create a set of classifications that is ready for the cloud. Thus, creat-
ing a list of extremes to which a cloud architecture has to adhere in order to be appli-
cable to the data classification.

4.2 The backward Direction

The backward direction was not an original intent, but was implicated by the Baars &
Spruit [2012] paper. It is the method of use in this case study, by choice of the enter-
prise architect. Instead of taking a classification as the input, it takes cloud solution as
the input (in image 2, the right side), and then retrieves the attributes that are specified
in the model. This retrieval can be as simple as obtaining the information from a tech-
nical specification sheet. These are then compared with the classification in place
(which might need to be adapted for the cloud, as many classifications do not specify
rules comprising the complexities of the cloud; left side)

From all the solutions analyzed a shortlist can be created of services that are viable for
adoption, shown in the arrow pointing downwards.

In this case study, these solution were presented to the management team. As four
data classifications were in place in this case study, the backward direction was prov-
en to be fruitful. By analyzing the possible solutions first, a clear overview was creat-
ed of the environment in which all solutions operated. By then comparing these envi-
ronments with the architectures defined by the classifications, one can easily distin-
guish the solutions that are viable for adoptions within the norms set forth by the
classifications. This process is described in detail in the next section.
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Fig 2: Backwards direction of the SeCA model. Analyzing cloud services for compari-
son with data classifications, resulting in a short list of Cloud Services.

5 Results

This section describes the findings from the case study. It is split into two section, an
“Applying the SeCA Model at the Utilities Firm” and a “Mapping Data Classifica-
tions and Ranking the Stars” section. The former introduces the aggregation of data
for the shortlisting of the cloud solutions. These solutions are then analysed. This
analysis follows the attributes from the SeCA model. The latter section maps the
existing data classification, that are already in place at the utilities firm, to the SeCA
model attributes. From the se classification a ranking algorithm is then computed,
which in turn creates a ranking of all cloud solutions and how well they fit to the
security classifications within the firm. This allows for a structural, objective analysis.

5.1 Applying the SeCA Model at the Utilities Firm

When we started to use the SeCA model, the enterprise architect chose to use the
backward direction as it fitted with the question the firm was struggling with: “What
applications could be outsourced to the cloud?”” As application, or services, are centric
in this question, using the backward direction seems trivial, but it also allowed for the
Chief Information Security Officer to adapt the data classifications in place to the
complexities of the cloud (see below for a more detailed description.)

At the start of the analysis, three major office suite offerings were found: SuiteA,
SuiteB and SuiteC.

To perform the analysis using the SeCA model, retrieving the specifications of the
cloud architecture, a matrix was created. This matrix combines all the attributes of the
SeCA model, extended with properties of these attributes as described by earlier re-
search [Baars & Spruit, 2012].

Each service is displayed on a separate row; the values for all the columns are then
subsequently filled. The information for these values can come from white papers,
marketing publications and other data sources describing the service. In this case, data



sources were limited to publication by the service provider in order to prevent any
misinformation from third parties. This can be tedious work, as many companies do
not provide the information needed with ease. Sometimes no information could be
found, nor where salespersons willing to provide that information. We will leave it in
the middle what that says about the company and its security policy. See Table 1 for
the matrix.

Service Deployment | Delivery location
provider model Model jurisdiction premise Network
SuiteA Public SaaS safe harbour, Worldwide out Both
SuiteB Public SaaS Safe harbour , USA, NJ & CA out out
SuiteC Public SaaS EU & USA mirroring out out
Tablel: The Matrix used for the SeCA Analysis.
Security
Backups location A&A** Encryption certification
synchronization, mirroring | worldwide LDAP, user/pass, custom | SSL, TLS SAS 70-I1,
& fragmentation and DR* 2factor SOX, PCI-DSS
mirroring, DR* USA, possibly SAML (LDAP/AD etc.) 256bit SSL, TrustE
worldwide TLS
synchronization in USA, Amsterdam & AD setup, user/pass 128bit SSL/TLS | SAS 70-11, ISO
backup in EU Dublin login 27001
Table 1: continued. *DR = Disaster Recovery, ** A&A = authentication & authoriza-
tion
CI3A
Confidentiality Integrity Accountability Auditability availability
no dedicated hardware, SSL, market- | full logging, data always | global internal 99.9% uptime,
proper HRM strategy place apps belongs to end-user, 3rd audits, unclear
party’s
no dedicated hardware, SSL end-user = responsible Undefined 99.9% excl.
no info on HRM strate- scheduled
ay downtime
dedicated hardware SSL end-user = responsible yes, but unclear | 99.9% uptime
possible

Table 1: continued

Note that the information in the table is truncated for overview and ease of under-
standing the process. Yet, even without truncation, the information retrieved is sparse
and vague in certain points. SuiteA bluntly states that its servers are stored worldwide,
without any further specification, SuiteC states that for European customers, it’s data
is hosted within the jurisdiction of the EU, but that it does mirror the data to US serv-
ers. Legally, this means that the data is stored in both EU and US territories. Particu-
larly vague are the audits that take place. SuiteC simple stated that it does audits. No
more, no less. SuiteB was not able, nor willing, to provide any information at all,
SuiteA states it undertakes global audits, whatever that may mean.

Even though these results seem at some points grim, it must be noted that in further
investigations following the analysis of the SeCA model more information may be



retrieved. This can happen through personal contact with sales team during sales

negotiations.

5.2 Mapping Data Classifications & Ranking the Stars
The data classifications, which were already in place, were adjusted for the cloud. The
Chief Information Security Officer (CISO) used the SeCA model as a template to
provide the allowed ranges of values for each of the attributes in the SeCA model and
thus the cloud architecture. Table 2 shows the mapped classifications, an ‘x’ shows a

permissible option.

Classificati- Deployment model Delivery Model | Location
on pu- Com Pri | laa | SaaS | PaaS | jurisdicti- premise Network
blic m. v on
Public X X X X X X worldwide in & out in & out
Private X X X X X X EU in & out in & out
Secret X X X X X X EU in & out in & out
Top Secret X X X X X EU In In

Table 2: data classification mapped to the SeCA model, the ‘x’ signifies an allowed

state

Security
Backup location A&A Encryption certification
Yes, mirro- worldwide user/pass for No no
ring/synchronisation satisfies integrity
Yes, mirro- worldwide Employee only No depending on location
ring/synchronisation satisfies access
Yes, mirro- EU Yes Yes depending on location
ring/synchronisation satisfies
Yes, mirro- EU 2factor Yes depending on location
ring/synchronisation satisfies

Table 2: continued, Encryption depicts special needs for encryption; authentication
processes and such should be encrypted, but this is an industry standard.

CI3A
Confidentiality Integrity Acountability auditability availability
no Yes (SSL) no no Yes, brand management
Yes, employee only Yes (SSL) logging depending on locati- | Yes, processes & employee

on access

Yes, elevated employees + | Yes (SSL) full logging depending on locati- | Yes, mission critical
partners on
Yes, special elevation Yes (SSL) full logging depending on locati- | Yes, strategically critical
employees on

Table 2: continued

These classifications were then mapped to the analysed cloud solutions.
Interesting to note was that on first sight, it was clear that SuiteC was possibly not
suited for adoption as jurisdiction and location are very ill defined. Whereas the other



suites could provide location up to the city where the datacentre is located, SuiteC
was not willing to provide this information. However, because the manufacturer of
SuiteC provided already for many software packages within the firm, there was a
strong biased view in favour of SuiteC.

In an effort to overcome this bias, the classifications were mapped to the cloud solu-
tions. This mapping took place in the form of a ranking. By creating a formula that
defines the coherence of the classifications on the cloud solutions, an index number
could be generated that would then be ranked (higher being better).

These impacts, or weights, were defined on an empirical basis on company culture.
Being not very scientific as it is, it is as the enterprise architect mentioned, “the way
most decisions are being made within the firm”.

First of all, weights were assigned to the categories in the matrix (security, delivery
model, deployment model, location, CI3A) from 0.0 to 1.0. Then, from the data clas-
sification possible values for the attributes (laaS, PaaS, backups, etc.) are assigned,
likewise on a 0.0 to 1.0 scale. These values were given in respect to the classification.
Null values were assigned if there is no impact on the classification, so that they
would not influence the index calculation.

In other cases kill values could be defined. If a certain value is equal to the kill value,
the solution would not be viable for adoption.

If for example, a deployment model was used which isn’t allowed according to the
classification, this would be a kill factor and the solution would be scrapped from the
list, or ranked last. If a SaaS delivery model was allowed and the service is a SaaS
application, a full point can be given, stating that it meets the criteria off the classifi-
cation.

Weights between the extremes were given on a relative basis where open values were
possible, such as the authentication protocol; more freedom and stronger encryption
than prescribed by the classification would be given a higher point than solutions
meeting the minimal criteria of the classification.

This process is depicted in the following formula:

RankIndex = WeightdeliveryModel * (value) + WEightdeploymentModel * (Value) + Weightlocation
* (Valuejuridiction + Valuepremise + Valuenetwork) + Weightsecurity * (Valuebackup
+ Valuelocation + ValueA&A + Valueencryption) + WeightCISA * (Valueconfidentiality
+ Valueintegrity + Valueavailability + Valueaccountability + Valueauditability)

After the appropriate weights are defined, and each solution has been given its values,
the RankIndex numbers are calculated and ranked, where the highest Rankindex score
is the best fit with the data classifications in place and thus scores the highest.

As more than one data classification is in place, multiple ranks will be made; for each
classification one. This provides a benefit in trying to create an overview which solu-
tions are applicable for data with a certain data classification (and thus which solu-
tions can be used with all data classifications.) Each classification might have differ-
ent values for each attribute.

Displayed below are the chosen weight for the categories (which are the same for
each classification) and the values of the attributes within each category. These can be
different per classification, and are therefore displayed as a row of 4 numbers, com-
ma-separated. The first number represents the value for the public classification, the



second the value for the private classification, the third for the secret classification
and the last number represents the value for the top secret classification.

In case there is a 0 for weight, it means that the value has no impact on the choice. A
kill factor is applicable when the value does not correspond with the classification’s
allowed values.

For the utilities firm, depicted in table 3a and 3b are the weights and values that were
assigned to SuiteC.

category Weight Attribute Value Description

Delivery 0.2 Type 0,0,0,0 Delivery model has little impact on its own,

model but if it does not meet the criteria of the
classification it is a kill factor

Deployment 0.2 Type 0,0,5,5 Deployment model has little impact on its

model own, but if it does not meet the criteria of
the classification it is a kill factor

Table 3a: delivery model and deployment model weights explained

Category Weight Attribute Value Attribute Value Attribute Value

Location 0.6 Jurisdiction | 0,0,0,0 | Premise 0,0,.5,.5 Network 0,0,5,.5

As many values had no direct impact on the classification, a lower weight was chosen than for example
security. Notice that network and premise is dependent on delivery and the deployment model which accord-
ing to the classification only have kill factors and are thus indirectly indifferent. If jurisdiction is outside the
EU, it is a kill factor for all but public.

Security 1.0 Backup .2,5,.9,.9 Location 0,0,4,4 A&A | 111,
1

Certification 0,8,8,8 Encryption 0,0,.8,1

As security is the core of the firm, it was given the highest weight. Being a semi-public firm, location is of
less importance and to whom the data is shared, most of it is public anyhow is the perception. However, who
can change the data was found to be of utter importance and thus Security was given a high weight. Location
has a kill factor if it is outside the EU in the secret and top secret classifications

CI3A 0.8 Confidentiality 0111 Integrity .8,.9,.9,.9 | Avail .9,.9,1
ability | ,.9

Accountability 0,5,81 Auditability 0,2,6,1

As the CI3A is in direct correspondence with security, it was given a weight of 0.8; CI3A also defines
certain functions of data in the firm, for which the impact can be huge if that data does not meet the CI3A
criteria.

Table 3b: location, security and CI3A weights explained.

If we compute the rankings from the given values with their weights in each catego-
ries the following ranking is as displayed in table 4 below. For conciseness, the values
of the SuiteA and SuiteB are not fully displayed, but only the calculated rankindex
scores are displayed.

Ranking public Solution Name RankIndex
1 SuiteA 3.75

2 SuiteB 3.10

3 SuiteC 2.56

Table 4a: Ranking for the pubic classification

Ranking private Solution Name RankIndex
1 SuiteA 7.64

2 SuiteC 5.19



3 | SuiteB 4.48
Table 4b: Ranking for the private classification

Ranking secret Solution Name RanklIndex
1 SuiteA 7.67

2 SuiteB 6.88

3 SuiteC KILL
Table 4c: Ranking for the secret classification

Ranking top secret Solution Name RanklIndex
1 SuiteC KILL

2 SuiteA KILL

3 SuiteB KILL

Table 4d: Ranking for the top secret classification

As can be seen in table 4d, none of the suites meets the criteria for the Top Secret
classification. This classification does not allow data to be stored or processed in a
public cloud architecture, thus resulting in a Kill factor for all Suites as they all offer
their services in a public cloud. As all office suites are hosted on a public cloud, com-
puting a ranking is barred by this kill factor. This is also shown for suiteC in the se-
cret classification, due to the lack of a rankindex, it is placed at the bottom of the
ranking. Here, the data is mirrored to the United States without a safe harbor certifica-
tion. According to the classification (and EU law) this is unacceptable.

6 Conclusions & Further Research

This research shows how the SeCA model is used in practice. Not only does it show
that the SeCA can be a valuable tool in the decision making process whether or not
certain data can be outsourced into the cloud, with the added ranking algorithm it is
possible to get an objective overview of services provided. We therefore conclude that
by these means of empirical validation, the SeCA model is a proper, useful and cor-
rect tool for the analysis of cloud architectures.

As mentioned above, there was a positive bias for SuiteC as more software packages
of SuiteC were already in place in the organization. However, as shown in Table 4,
SuiteC does not compete as well as the other suites. Not only doesn’t it meet the spec-
ifications for storage of data classified as Secret or Top Secret, it tends to underper-
form in the index overall.

When we presented these results to the management team, they were grateful that
such an elaborate overview was presented yet still easy to discern which solutions
were capable for which classifications. The ranking algorithm enables decision mak-
ers to quickly evaluate the analysis and make the correct decisions for the organiza-
tions, whereas the professional can still see the in-depth process and understand the
intricacies of the analysis.

The results show how decision makers can use the SeCA model in various ways to
identify the security risks associated per cloud solution per data classification. This
research concludes that using the SeCA model, a full understanding of the security



risks can be gained objectively and on structural level; a (further) validation of prior
empirical research that the SeCA model is a proper hands-on tool for cloud security
analysis. As the model provides an objective view of the security threats that may
occur, subjectivity, such as measured with familiarity for certain brands, can be over-
come. The ranking formula provides a clear overview of the best fitting services to the
data classifications in place. It can clearly shortlist the investigated services for a
deeper inspection on other grounds such as strategic fit and user acceptance.

By using a backward direction, instead of the forward, new software suites can now
easily be analysed.

This analysis obviously takes the security aspect only into account. A next step is to
see how the short listed systems fit within the current environment; feasibility studies
of specifics like usability, financial cost and strategic fit are also in need to be execut-
ed. However, apart from a security analysis tool, in this case study the SeCA model
has also proven itself as a tool for shortlisting.

As mentioned, getting the information for the matrix can be hard. Often company
representatives are not willing to disclose exact locations, and other details of the
services provided. Remarkably, these locations can be found in public documents
such as whitepapers. Often news articles were of much use, but these need to be thor-
oughly checked. Blog posts by experts and other unofficial sources of information
often have discrepancies in their posts. However, confronting staff from the cloud
provider with that information has proven to be successful technique in getting the
right information. It is peculiar that service providers are so sparsely with their infor-
mation, in the end that information could generate new clients.

The execution and development of the model has now all been done by manual la-
bour, during the coordinated sessions and during hours aside from the meetings. This
has proven to be a time exhaustive process that could be automated. We therefore
would like to propose a system that persistently stores the specification of different
services through the means of vendor input or crowd sourcing. A user could then
select the category of services it is willing to analyse and get a quick and clear over-
view of services that may be applicable. The user could provide its own
weight/formula and create a ranking on the fly. Furthermore, the most time consum-
ing process when doing it by hand is the aggregation of information. This information
will be the same for every organization. The cloud solutions in the end do not change
per user. By automating this, the SeCA model can become a very quick tool to ana-
lyse cloud solutions whilst keeping the precision needed for IT pro’s and security
experts.
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